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EXECUTIVE SUMMARY

Twenty-five years ago today, nineteen hijackers killed 2,977 people. Within 45 days, Congress had
passed — largely unread — a law that rewired American surveillance authority. Within a month of
that, the NSA was running a warrantless dragnet on Americans' communications under a secret
presidential order. Within four months, a convicted Iran-Contra felon was standing up a DARPA
office whose explicit goal was a "virtual, centralized grand database" of every transaction in
American life.

This report traces how those first months hardened into permanent infrastructure. The pattern that
emerges across every domain — law, technology, institutions, and industry — is a RATCHET:
emergency powers that only ever tighten, programs that die in public and survive in the classified
budget, and a private industry that now performs functions the Constitution would forbid the
government to perform directly.

Five findings anchor the report:

1. THE LEGAL RATCHET NEVER REVERSED. Of the sixteen PATRIOT Act surveillance provisions given sunset
dates, fourteen were made permanent in 2006. The two most abused powers — National
Security Letters and sneak-and-peek warrants — never had sunsets at all [10][8]. Section
702, sold in 2008 as a targeted fix, has been renewed three times, most recently in 2024
with an expanded definition of who can be conscripted to assist [22].



2. TOTAL INFORMATION AWARENESS NEVER DIED. Congress "terminated” DARPA's TIA program in
September 2003 — while a classified annex to the same law moved its core components
to the NSA's research arm at Fort Meade, where they were renamed "Basketball" and
"Topsail" and kept their funding, sometimes under the same contracts [34][35].

3. THE SNOWDEN DISCLOSURES CONFIRMED THE TiA VISION HAD BEEN BUILT. Bulk phone metadata on virtually every
American call, PRISM collection from nine major tech companies, backbone taps at AT&T
facilities, five billion phone-location records a day — assembled piecemeal under strained
readings of statutes passed in the panic of 2001 [54][55][59].

4. A SURVEILLANCE-INDUSTRIAL COMPLEX NOW PERFORMS THE STATE'S COLLECTION. Roughly 70% of the intelligence
budget flows to contractors [79]. The CIA seeded Palantir; Booz Allen employed both the
DNI who ran the system and the analyst who exposed it; and a generation of companies —
Flock, Clearview, data brokers like Venntel — now sells the government data it would need
a warrant to collect itself [70][89].

5. THE MOST DURABLE MACHINERY IS THE LEAST KNOWN. AT&T's Hemisphere database (four trillion call
records, still operating as "Data Analytical Services"), the DEA's parallel-construction
training, FBI stingray non-disclosure agreements, and post-Carpenter data purchases are
all engineered specifically to keep surveillance out of courtrooms [112][116][119][137].

Every factual claim is cited to the references section. The documents/ folder accompanying this
report contains the primary sources: statute texts, inspector general reports, declassified FISA court
opinions, leaked slide decks, and court rulings.

1. FORTY-FIVE DAYS: THE USA PATRIOT ACT

A BILL NOBODY READ

The USA PATRIOT Act was not written in October 2001; it was assembled. Attorney General John
Ashcroft delivered the Justice Department's draft "Anti-Terrorism Act" to Congress during the week
of September 19, 2001, demanded passage within a week, and warned that Congress would bear
responsibility for the next attack if it delayed [3]. Many provisions were recycled from DOJ and FBI
wishlists that Congress had rejected before 9/11 [3]. The final bill — H.R. 3162, introduced October
23 — reached the House floor the same day it was introduced and passed 357-66; during part of
the drafting window, the anthrax attacks had closed congressional office buildings, cutting staff off
from their own files [2]. There was no conference report and essentially no hearings on the final text



[2]. Rep. John Conyers said on the floor that members were voting with "only two copies of the bill"
available on his side of the aisle [2].

The Senate passed it 98-1 on October 25 [1]. The lone dissenter, Russ Feingold, warned: "We will
lose that war without firing a shot if we sacrifice the liberties of the American people" [4]. Bush
signed it October 26, 2001 — 45 days after the attacks.

WHAT IT ACTUALLY CHANGED

« SECTION 215 gutted FISA's requirement of "specific and articulable facts" tying records to a
foreign agent, replacing it with a relevance standard and expanding reach from defined
business records to any tangible thing from any entity — libraries, doctors, ISPs. This
became the hook for NSA bulk phone-metadata collection [5].

+ SECTION 206 created roving FISA wiretaps, including "John Doe" taps naming neither target
nor facility — with no requirement, unlike criminal wiretaps, that the target actually be using
the tapped line [6].

« SECTION 213 codified "sneak and peek" delayed-notice searches for any federal crime, not just
terrorism [7].

* SECTION 216 extended pen-register authority built for phone numbers to internet metadata —

email headers, IP addresses, URLs — on a certification a judge is required to grant [7].

« SECTION 505 put National Security Letters — demands for records with no judge and a
categorical gag order — in the hands of every FBI field office head, requiring only
"relevance" to a national-security investigation [9].

THE ABUSE ARRIVED ON SCHEDULE

The DOJ Inspector General found the FBI issued 143,074 NSL requests in 2003-2005 — up from
roughly 8,500 per year before the Act — with legal violations in 22% of files examined, more than
700 "exigent letters" falsely claiming emergencies, and NSLs used to grab records after the FISA
Court had twice refused Section 215 orders in the same investigation on First Amendment grounds
[10]. The IG called the exigent-letter practice so "casual, routine, and unsupervised" that phone-
company employees sometimes drafted the letters for FBI agents to sign — and a 2010 follow-up
found senior officials had issued eleven after-the-fact "blanket NSLs" to retroactively paper over the
illegal requests [10][101]. A federal court struck down the NSL statute's gag regime as an
unconstitutional prior restraint in 2004 [11].



Sneak-and-peek told the same story in mission-creep form. From September 2001 to April 2003
there were 47 delayed-notice warrant requests. By FY2013 there were 11,129 — of which 51, about
0.5%, involved terrorism; the overwhelming majority were drug cases [8]. By FY2020 courts were
issuing nearly 20,000 a year, still more than 70% narcotics [7].

THE RATCHET IN STATUTE FORM

- 2006. Of sixteen sunsetted provisions, fourteen made permanent; only §215 and §206 kept
expiration dates [12]. (§213 and §505 — the most abused — were permanent from day
one.)

« 201 Obama signed a clean four-year extension by autopen from France, hours before
expiration [13].

« 2015: The USA FREEDOM Act — the only genuine post-Snowden contraction — ended NSA
bulk collection but preserved the authorities and created a carrier-held call-detail-records
regime [14]. That regime promptly failed: in 2018 the NSA collected 434 million call records
from just 11 targets, then had to delete ~685 million records it was never authorized to
receive; it quietly suspended the program in 2019 [15].

+ 2020: Section 215 finally lapsed — not by choice, but because the House and Senate
passed irreconcilable renewal bills. Grandfather clauses kept existing investigations
running [16].

+ 2008-2024: The FISA Amendments Act created Section 702 and killed some 40 telecom
lawsuits with retroactive immunity [17][18]. It was renewed without reform in 2012 [19],
renewed again in 2018 [20], and renewed again in 2024 as RISAA — which expanded the
definition of "electronic communication service provider" so broadly that critics warned it
could conscript data centers, landlords, and IT contractors into NSA assistance; the FISA
Court has kept the provision's actual scope classified [21][22].

Emergency powers, in other words, were converted into permanent ones at every decision point
where reversal was possible.



2. THE DREAM OF TOTAL INFORMATION: TiA AND ITS AFTERLIVES

POINDEXTER'S MACHINE

In January 2002, DARPA stood up the Information Awareness Office under retired Rear Admiral
John Poindexter — Reagan's national security adviser, convicted in 1990 on five felony counts in
Iran-Contra (overturned on appeal because his immunized testimony had tainted the witnesses) [23]
[24]. Poindexter had called his old DARPA partner Brian Sharkey — an executive at Hicks &
Associates, a wholly owned SAIC subsidiary — on the morning of September 12, 2001, to pitch the
system [25].

His DARPAtech speech laid out the thesis with unusual candor: terrorists "must engage in
transactions and they will leave signatures in this information space," and the goal was to treat "the
world-wide, distributed, legacy data bases as if they were one centralized data base" [26]. The
office's logo was the all-seeing eye atop the pyramid, gazing at the globe, over the motto scientia
est potentia — knowledge is power. It was quietly scrubbed from the website in December 2002
after public ridicule [23][29].

The components read today like a product roadmap for the modern surveillance stack: Genisys (a
"virtual, centralized grand database" of transactions), EELD (link analysis), HumanID (face and gait
recognition at a distance), TIDES (mass translation and text mining), Genoa Il (analyst collaboration
tools), Bio-Surveillance, and Wargaming the Asymmetric Environment — roughly $317 million across
FY2001-2003 [23][27]. A related DARPA program, LifeLog, aimed to record a person's entire
existence; it was canceled February 4, 2004 — the same week Facebook launched [38].

THE PUBLIC DEATH

William Safire's November 14, 2002 column "You Are a Suspect" detonated the program: "Every
purchase you make with a credit card, every magazine subscription... every Web site you visit and
e-mail you send or receive... will go into what the Defense Department describes as 'a virtual,
centralized grand database'" [28]. Congress restricted funding in February 2003 [30]; DARPA
renamed the program "Terrorism Information Awareness" in May — a change EFF compared to the
FBI renaming Carnivore "DCS-1000" [31]. In July, Wyden and Dorgan exposed FutureMAP, an IAO
prediction market that would have let traders bet on assassinations and terror attacks; the Pentagon
killed it within a day, and Poindexter resigned weeks later [32][33]. In September 2003, the FY2004
Defense Appropriations Act directed "that the Office be terminated immediately" [34].



THE CLASSIFIED AFTERLIFE

The same law contained the escape hatch: TIA-style "processing, analysis, and collaboration tools"
described in the classified annex could continue, funded through the National Foreign Intelligence
Program [34]. Shane Harris's reporting in National Journal documented what happened next: the
core projects moved to ARDA — the intelligence community's research arm housed at NSA
headquarters, Fort Meade. Genoa Il became "Topsail." The Information Awareness Prototype
System became "Basketball." Funding "remained intact, sometimes under the same contracts";
Sharkey told TIA contractors, "A new sponsor has come forward that will enable us to continue
much of our previous work" [35][36]. When Wyden asked in a 2006 hearing whether TIA
components had moved to other agencies, Michael Hayden asked to answer in closed session [35].
ARDA became the Disruptive Technology Office, which was folded into IARPA in 2007 — where the
research lineage continues today [37].

The kill was cosmetic in a second sense: the approach had already metastasized. A May 2004 GAO
survey found 199 federal data-mining efforts operational or planned, 122 using personal information
[40]. The states got MATRIX — data broker Seisint's "High Terrorist Factor" scoring of millions of
Americans, which handed a list of 120,000 top-scoring names to federal agents before privacy
backlash shut it down in 2005 (LexisNexis bought Seisint for $775 million) [39]. DHS got ADVISE,
killed in 2007 after it was caught testing on live personal data without privacy assessments [41].
Rumsfeld's own advisory committee concluded in 2004 that killing TIA had simply left the
underlying activities running without oversight [42].

The through-line matters: TIA is the only moment the American public was asked, explicitly, whether
it wanted a total-information architecture. It said no. The architecture was built anyway — at NSA, in
the classified budget, on statutory authorities passed in October 2001. Snowden's documents are
the proof of completion.

3. STELLAR WIND TO SNOWDEN: THE NSA'S DOMESTIC TURN

THE SECRET ORDER

On October 4, 2001 — three weeks before the PATRIOT Act — Bush signed the first authorization of
the President's Surveillance Program, codenamed STELLARWIND, reauthorized every 30-45 days
on his sole authority, bypassing the FISA Court entirely [43]. The NSA Inspector General's leaked



draft history describes its four baskets: content of international phone calls, content of international
emails, bulk telephony metadata, and bulk internet metadata [44].

The program's illegality was severe enough to nearly decapitate the Justice Department. On March
10, 2004, with Ashcroft hospitalized and DOJ refusing to recertify the internet-metadata basket,
White House Counsel Alberto Gonzales and Chief of Staff Andrew Card went to Ashcroft's hospital
room to extract his signature; Ashcroft, "summoning the strength to lift his head," refused. Bush
reauthorized the program the next day without DOJ certification, and only modified it after Comey,
Mueller, Goldsmith, and some thirty officials threatened to resign en masse [45]. Over the following
years the program's pieces were laundered into legal process: internet metadata onto a FISC pen-
register order (2004), phone metadata onto Section 215 (first order May 24, 2006), and content
collection into the Protect America Act and then Section 702 (2008) [43][61].

The public learned fragments early. James Risen and Eric Lichtblau's NYT story — "Bush Lets U.S.
Spy on Callers Without Courts," held by the paper for roughly thirteen months under White House
pressure — ran December 16, 2005 and won the Pulitzer [46]. USA Today revealed the call-records
database in May 2006, noting that Qwest alone had refused [47].

THE WHISTLEBLOWERS BEFORE SNOWDEN

Inside NSA, the dissent predated all of it. Bill Binney, Kirk Wiebe, and Ed Loomis had built
ThinThread — a collection-and-analysis system costing about $3.2 million that encrypted and
anonymized U.S.-person data by design. NSA director Michael Hayden rejected it in favor of
Trailblazer, a contractor program led by SAIC that consumed roughly $1.2 billion and never
produced a deployable system; when ThinThread components were later used, the privacy
protections were stripped out [48]. The group's 2002 DoD Inspector General complaint was
vindicated by a scathing 2004 audit [49]. The government's response was to raid their homes and
prosecute Thomas Drake — who had given unclassified evidence of Trailblazer waste to the
Baltimore Sun — under the Espionage Act. The case collapsed days before trial to a single
misdemeanor; the sentencing judge called the government's four-year pursuit of Drake
"unconscionable" [50].

Meanwhile in San Francisco, AT&T technician Mark Klein revealed Room 641A at 611 Folsom
Street: a secret NSA room fed by fiber-optic splitters that copied backbone internet traffic into a
Narus STA 6400 deep-packet-inspection appliance [51]. EFF's resulting class action, Hepting v.
AT&T, survived a state-secrets challenge — and was then killed by Congress itself via the 2008
retroactive-immunity provision [52]. The successor suit against the government, Jewel v. NSA, was



dismissed on standing and state-secrets grounds without any court ever reaching the merits; the
Supreme Court declined to hear it in 2022 [53].

JUNE 2013

The Snowden disclosures turned allegation into record:

* THE VERIZON ORDER (June 5, 2013): a FISC order compelling production, "on an ongoing daily
basis," of all call detail records "wholly within the United States, including local telephone
calls" — the bulk 215 program, renewed every 90 days since May 2006, 41 times by early
2014 [54][61].

* PRISM (June 6): Section 702 downstream collection from nine companies, with slide-
documented onboarding dates — Microsoft 2007, Yahoo 2008, Google 2009, Facebook
2009, YouTube 2010, Skype 2011, AOL 2011, Apple 2012 [55].

+ BOUNDLESS INFORMANT (June 8): NSA's own heat map, showing 97 billion intelligence records
collected in a single month [56].

* KKEYSCORE (July 31): the analyst front-end — searchable emails, chats, and browsing histories
across 700+ servers, no prior authorization required [57].

* MUSCULAR (October 30): NSA and GCHQ tapping the private fiber between Google and Yahoo
data centers overseas — outside FISA entirely, under Executive Order 12333 — 181 million
records in 30 days, memorialized in the hand-drawn slide reading "SSL added and
removed here! :)" [58].

* CO-TRAVELER (December 4): roughly five billion cellphone-location records per day, worldwide,
used to find associates by co-movement [59]. DISHFIRE (January 2014): nearly 200 million text
messages a day [60].

The scale had a doctrine behind it. As one former official summarized Keith Alexander's approach:
"Rather than look for a single needle in the haystack, his approach was, 'Let's collect the whole
haystack'" [68]. The FY2013 black budget Snowden leaked: $52.6 billion, $10.8 billion of it NSA's
[67]. The storage went to the $1.5 billion, million-square-foot Utah Data Center at Bluffdale [69].

WHAT OVERSIGHT FOUND WHEN IT FINALLY LOOKED

* The FISA Court itself, in Judge John Bates's declassified October 2011 opinion, found
upstream collection was acquiring some 250 million internet communications a year
including tens of thousands of wholly domestic ones, held the procedures unconstitutional



in part, and noted this was "the third instance in less than three years" of the government
substantially misrepresenting a major program to the court [63].

* The Privacy and Civil Liberties Oversight Board concluded in January 2014 that the bulk
215 program lacked statutory authorization and could identify "no instance" in which it
"made a concrete difference in the outcome of a counterterrorism investigation" [61]. lts
July 2014 report on 702 found that program lawful “at its core" but recommended ten
reforms [62].

+ Judge Richard Leon called the metadata program "almost Orwellian": "I cannot imagine a
more 'indiscriminate’ and 'arbitrary invasion'" [64]. The Second Circuit held in ACLU v.
Clapper (2015) that the program "exceeds the scope of what Congress has authorized"
[65]. The Ninth Circuit in United States v. Moalin (2020) held it violated FISA and noted the
government's claims about the program's value were "inconsistent with the contents of the
classified record" [66].

ILLEGAL, MISREPRESENTED TO ITS OWN COURT, AND USELESS BY ITS OVERSEERS'
ACCOUNT - AND YET THE ONLY STRUCTURAL CONSEQUENCE WAS THE USA FREEDOM
ACT'S HALF-REFORM, WHOSE REPLACEMENT REGIME FAILED OF ITS OWN
OVERCOLLECTION AND WAS QUIETLY ABANDONED [15].

4. THE SURVEILLANCE-INDUSTRIAL COMPLEX

PALANTIR: THE CIA'S STARTUP

Palantir was incorporated in 2003-04 by Peter Thiel with Alex Karp, Joe Lonsdale, Stephen Cohen,
and PayPal engineer Nathan Gettings, on the premise of adapting PayPal's fraud-detection pattern
analysis to counterterrorism [70]. The CIA's venture arm In-Q-Tel invested roughly $2 million in 2005,
and from 2005 to 2008 the CIA was Palantir's only customer — agency analysts iterated directly on
what became the Gotham platform [70]. From that seed: ICE contracts totaling roughly $435 million
(FALCON, the Investigative Case Management system, and 2025's "ImmigrationOS") [73]; a secret
2012-2018 predictive-policing deployment in New Orleans routed through a philanthropic
arrangement that even city council members didn't know about [72]; LAPD's Operation LASER,



arranged via the police foundation to bypass council approval [71]; and a JPMorgan insider-threat
program that spiraled into monitoring employees' emails, GPS trails, and browser histories [71].
Palantir went public in 2020; by late 2025 its quarterly U.S. government revenue was $486 million
[70].

In-Q-Tel's broader portfolio shows the model at scale: Keyhole (bought by Google in 2004,
becoming Google Earth) [74]; and a 2016 Intercept analysis of 38 undisclosed investments heavy in
social-media mining — Dataminr, Geofeedia, PATHAR, TransVoyant [75]. Geofeedia was caught
marketing protest surveillance to police — helping Baltimore "stay one step ahead of rioters" during
the Freddie Gray protests — before the platforms cut its access [76].

BOOZ ALLEN AND THE REVOLVING DOOR

The Carlyle Group bought Booz Allen's government business for $2.54 billion in 2008; ~97-99% of
its revenue comes from the U.S. government [77]. Mike McConnell's career is the system in one
résumé: NSA director — Booz Allen senior VP — Director of National Intelligence — Booz Allen vice
chairman [78]. James Clapper also passed through Booz Allen on his way to DNI [78]. And it was a
Booz Allen infrastructure analyst on an NSA contract in Hawaii — Edward Snowden — who walked
out with the archive [70]. Tim Shorrock's reporting established the headline number, from a DIA
industry-conference slide: intelligence outsourcing is "a $50 billion-a-year business that consumes
up to 70 percent of the U.S. intelligence budget" [79].

The Washington Post's Top Secret America investigation (2010) mapped the result: 1,931 private
companies working top-secret programs at some 10,000 locations, 854,000 people holding top-
secret clearances — "a hidden world, growing beyond control... so large, so unwieldy and so
secretive that no one knows how much money it costs, how many people it employs, how many
programs exist within it" [83]. SAIC's Trailblazer — supervised at NSA by a deputy director rehired
from SAIC itself — is the complex's type specimen: a billion dollars, nothing delivered,
whistleblowers prosecuted [49][50].

THE TELECOMS. PARTNERS, NOT CONSCRIPTS

NSA documents published by the NYT and ProPublica in 2015 describe AT&T's relationship with the
agency — codename FAIRVIEW, dating to 1985 — with the phrase "extreme willingness to help":
surveillance equipment in at least 17 U.S. internet hubs, billions of emails and call records,
assistance wiretapping the United Nations. "This is a partnership, not a contractual relationship,"
one document notes [80]. Verizon/MCI was the smaller STORMBREW partner [80].



The countercase proves the rule. Qwest CEO Joseph Nacchio met with NSA on FEBRUARY 27, 2001 - MORE
THAN SIX MONTHS BEFORE 9/11 — and refused a surveillance request his lawyers deemed illegal. He was
subsequently prosecuted for insider trading, and his defense that the prosecution was retaliation
was excluded from trial on state-secrets grounds [81]. The telecoms that did cooperate faced some
40+ lawsuits — all extinguished by the retroactive immunity Congress granted in 2008 [82][52].

THE POST-SNOWDEN GENERATION

The model — venture-backed companies performing state surveillance functions — is now the
default:

« AMAZON won the CIA's $600 million cloud contract in 2013, putting intelligence-community
data on commercial infrastructure [84].

* ANDURIL (2017, Palmer Luckey plus ex-Palantir executives, Thiel-backed) built CBP's Al
surveillance-tower "virtual wall"; $30.5 billion valuation by 2025 [85].

« CLEARVIEW Al scraped 30+ billion face images from social media and sold search access to
police — nearly a million searches by 2023 [86].

« FLOCK SAFETY has ~90,000 license-plate-reader cameras across thousands of communities —
a de facto national vehicle-tracking network searchable by police without warrants [87].

* L3HARRIS (Stingrays) sold cell-site simulators under FBI-mandated NDAs; DATA BROKERS —
Venntel, Babel Street, Fog Data Science — sell phone-location data to DHS, IRS, FBI, and
local police for as little as $7,500 a year [88].

The ODNI's own declassified 2022 report on "commercially available information" concedes the
point: the intelligence community buys large amounts of Americans' data, doesn't fully know how
much, and acknowledges the data "can reveal sensitive and intimate information" and could "be
used to identify every person who attended a protest or rally" [89]. The FBI even bought and tested
NSO Group's Pegasus — including "Phantom," a version built to target U.S. phones — at a secret
New Jersey facility [90].

One caveat belongs on the record here. The 2001 Fox News reporting on Israeli-founded intercept
vendors (Comverse/Verint, Amdocs) documented genuine counterintelligence concerns about
foreign-built equipment inside U.S. wiretap and billing infrastructure — Narus, also Israeli-founded,
built the Room 641A appliance — but the espionage allegations were never prosecuted and remain
unproven; the verifiable core is the deep placement of these vendors in U.S. infrastructure, not
confirmed spying [51].



9. THE INSTITUTIONAL BUILD-OUT

NEW AGENCIES, NEW DATABASES

The Homeland Security Act (November 25, 2002) merged 22 agencies and ~180,000 employees —
the largest federal reorganization since 1947; DHS is now the third-largest cabinet department [91].
TSA was stood up in ten weeks flat [92]. The watchlists that came with it grew without brakes: the
No Fly List held 16 NAMES ON 9/11 and roughly 47,000 BY 2013; the consolidated Terrorist Screening Database
held 680,000 people, of whom more than 40% were flagged by the government's own documents
as having "no recognized terrorist group affiliation" [93]. The upstream TIDE database passed 1
million identities by 2013 and 2.5 million by 2020 [94]. The leaked 166-page Watchlisting Guidance
allowed nomination without "concrete facts" or "irrefutable evidence" [95]. A federal judge found the
redress process "wholly ineffective" and unconstitutional in 2014 [96].

FUSION CENTERS: THE DOMESTIC INTELLIGENCE NETWORK THAT DOESNT WORK

DHS built ~77 state and local fusion centers with FEMA grant money. The bipartisan Senate
investigation (Coburn/Levin, 2012) found their reporting "oftentimes shoddy, rarely timely,
sometimes endangering citizens' civil liberties... and more often than not unrelated to terrorism,"
and "could identify no reporting which uncovered a terrorist threat, nor... a contribution such fusion
center reporting made to disrupt an active terrorist plot" [97]. DHS could not say whether it had
spent $289 million or $1.4 billion on them [97][98]. Documented outputs included intelligence
reports on a Muslim parenting lecture and a motorcycle club's know-your-rights leaflets [97]. What
fusion centers demonstrably did do is monitor domestic dissent: Occupy Wall Street, Black Lives
Matter, Standing Rock [99].

THE FBI UNBOUND

Beyond the NSL explosion (§1), the Attorney General's own guidelines were serially loosened —
Ashcroft's 2002 revision let agents attend mosques and meetings without evidence of a crime, and
Mukasey's 2008 guidelines created "assessments” permitting physical surveillance, database
searches, and informant tasking with no factual predicate at all [102]. Joint Terrorism Task Forces
tripled to 100+, embedding local police in federal intelligence work [103]. The CIA seconded officer
Lawrence Sanchez to the NYPD, where he built the Demographics Unit that mapped Muslim



neighborhoods across New York and New Jersey; in a 2012 deposition, the chief of the NYPD
Intelligence Division admitted the unit had never generated a single lead in six years [100][104].

THE REST OF THE ICEBERG

+ LOCAL PoLICE got $35+ billion in DHS grants over the first decade — cameras, license-plate
readers, drones — with no system for measuring whether any of it improved security [105],
alongside $7.4 billion in military equipment via the 1033 program [1086].

* THE CIA ran its own bulk collection sweeping in Americans' data under Executive Order 12333
— "entirely outside the statutory framework that Congress and the public believe govern
this collection," as Senators Wyden and Heinrich put it when the program was declassified
in 2022 [107][108].

* NCTC in 2012 quietly got authority to copy entire federal databases and hold data on
innocent Americans for FIVE YEARS, up from 180 days [109].

« BIOMETRICS scaled from US-VISIT fingerprinting to the FBI's ~$1.2 billion Next Generation
Identification system — the world's largest biometric database, mixing criminal and civil
records [110] — while the REAL ID Act (2005) standardized state licenses into de facto
national ID infrastructure [111].

6. THE PROGRAMS NOBODY TALKS ABOUT

These are the mechanisms engineered specifically to stay invisible — the strongest evidence that
the surveillance state understands its own legal vulnerability.

HEMISPHERE. THE DATABASE BIGGER THAN THE NSA'S

Since at least 2007, the White House drug-policy office has paid AT&T to embed employees with
DEA and local police units, giving them query access to AT&T's own switch data: call records going
back to 1987, roughly four billion records added daily — ftrillions of records, dwarfing the NSA's 215
database, which held only five years [112]. The leaked training deck instructs users to conceal the
program's existence: results must be "walled off" and re-attributed to a routine "AT&T subpoena,”
and "all requestors are instructed to never refer to Hemisphere in any official document" [113].
Funding flows as federal grants to local agencies rather than a federal contract — which kept it out
of federal contracting disclosure and privacy review [112]. Exposed by the NYT in 2013, it was



suspended, renamed DATA ANALYTICAL SERVICES, and resumed. Senator Wyden's November 2023 letter
confirmed it still operates, warrantless in most uses, with "chain analysis" reaching people two hops
from any suspect [114][115].

PARALLEL CONSTRUCTION: LAUNDERING THE EVIDENCE TRAIL

Reuters revealed in 2013 that the DEA's Special Operations Division — partnered with NSA, CIA,
FBI, and IRS — funnels intelligence tips to field agents who are trained to "recreate" the
investigative trail to conceal the tip's origin from defense lawyers, prosecutors, and judges, e.g., by
staging a pretextual traffic stop [116]. An IRS manual carried the same instructions [116]. Human
Rights Watch's 2018 report concluded the practice is likely "frequent" and systematically hides
potential constitutional violations from courts. Internally the SOD was nicknamed "the dark side";
departing agents got Darth Vader keychains [117].

THE BLUEPRINT PREDATES 9/11 — AND THE MODEL GOT EXPORTED TO IT

The DEA ran a bulk phone-records program (USTO) from 1932 to 2013, logging virtually every call
from the U.S. to up to 116 countries via administrative subpoenas — no court at all. DOJ lawyers
cited it as precedent when blessing the NSA's program. It was shut down in September 2013 only
because Snowden's disclosures made exposure likely [121]. The DOJ Inspector General later found
the DEA had never conducted a comprehensive legal analysis of any of its bulk programs — and
had used parallel construction to shield them [122]. 9/11 didn't invent the dragnet; it nationalized it.

STINGRAYS AND ENFORCED SECRECY

Cell-site simulators — fake cell towers that force every phone in an area to connect — were sold to
75+ agencies under FBI non-disclosure agreements that instructed prosecutors to drop cases rather
than disclose the device and to call the FBI if judges asked questions [118][119]. Baltimore police
alone admitted ~4,300 uses [119]. The 2015 DOJ warrant policy is internal guidance only, with a
national-security exemption, and doesn't bind local police [120].

YOUR MAIL, YOUR SEARCHES, YOUR LOCATION

* USPS photographs the exterior of every piece of mail — ~160 billion a year — under the
post-anthrax Mail Isolation Control and Tracking program; its inspector general found
~20% of mail covers approved without adequate justification [123][124]. Its Internet Covert



Operations Program monitored protest organizers on social media until an IG review found
it had exceeded the Postal Service's legal authority [125].

GEOFENCE WARRANTS to Google grew from 982 (2018) to 11,554 (2020) — a quarter of all legal
demands Google received — until Google re-architected location storage in 2023 to kill its
own ability to answer them [126]. Reverse keyword warrants (everyone who searched a
term) reached a state supreme court in 2023 [127].

SECTION 702 "BACKDOOR SEARCHES": the FBI ran up to 34 MILLION warrantless U.S.-person queries of
702 data in 2021 [128]. A declassified FISA Court opinion found 278,000+ improper
queries, including searches on January 6 suspects, George Floyd protest arrestees, and
19,000 donors to a congressional campaign — violations the court called "persistent and
widespread" [129]. FISC rebukes had already forced NSA to abandon "about" collection —
interception of communications merely mentioning a target — in 2017 [130], and a federal
court finally held in 2025 that backdoor searches require a warrant [131].

EXECUTIVE ORDER 12333 remains the deepest loophole — overseas collection with no court and no
meaningful congressional oversight, sweeping in Americans' data wherever it is routed or
stored abroad. Whistleblower John Napier Tye: Americans "should be even more
concerned" about 12333 than about Section 215 [132]. Under it, MYSTIC/SOMALGET
recorded the full audio of virtually every cell call in the Bahamas — access obtained
through a DEA "lawful intercept" backdoor [133].

THE POST-CARPENTER END-RUN: after the Supreme Court held in 2018 that cell-location history
requires a warrant, agencies simply bought equivalent data from brokers — ICE and CBP
from Venntel, the Secret Service via Babel Street's Locate X, dozens of local departments
from Fog Data Science — on the theory that purchased data needs no warrant [137][138].
The FTC began banning these location-broker practices only in 2024 [139].

WATCHING THE WATCHERS' CRITICS: DHS kept a secret database of journalists, an attorney, and
activists tied to the 2018-19 migrant caravan, flagging them for secondary inspection [134];
the FBI contracted Dataminr and later ZeroFox for social-media monitoring that swept in
BLM organizers [135]; warrantless border device searches grew from 8,503 (FY2015) to
over 55,000 (FY2025) [136].



7. THE RATCHET. WHAT 9/11 ACTUALLY BUILT

Setting the six threads side by side, the mechanics of the post-9/11 surveillance state reduce to five
repeating moves:

1. EMERGENCY BECOMES PERMANENT. Sixteen PATRIOT provisions got sunsets; fourteen became permanent at
the first renewal. Section 702 — "temporary" in 2008 — is on its third renewal, each one broader or
more entrenched than the last. In twenty-five years, exactly one authority was deliberately narrowed
(bulk 215 collection, in 2015) — and only after a global scandal, a hostile appellate ruling, and an
oversight board finding the program had never mattered. lts replacement failed and the underlying
authority lapsed in 2020 through congressional gridlock, not choice — the ratchet's single slip, and
an accidental one [12][16][22].

2. PUBLIC DEATH, CLASSIFIED RESURRECTION. TIA is the clean experiment: the one time the public voted on total
information awareness, the program was killed by name — and continued at Fort Meade under new
codenames, with the same contractors, authorized by a classified annex in the very law that
"terminated" it [34][35]. Stellar Wind ran the same play in reverse: born secret, then laundered piece
by piece into statute (215, pen-register, 702) once exposure loomed [43]. The lesson
institutionalized: names are mortal; capabilities are not.

3. SECRECY ENGINEERED AGAINST THE COURTS. The FISA Court operated for years on government representations
that were, in its own judge's words, substantially misrepresentative — three times in three years
[63]. Below the federal level, the machinery was purpose-built to avoid adjudication entirely:
Hemisphere's "never refer to Hemisphere in any official document" rule [113], the DEA's parallel-
construction training [116], FBI stingray NDAs instructing prosecutors to drop cases rather than
disclose the device [119], and state-secrets dismissals of every civil challenge that got close
(Hepting, Jewel) [52][53]. A surveillance regime that systematically prevents courts from ruling on it
is not merely under-overseen — it is designed to be unadjudicable.

4. THE PRIVATE SECTOR AS CONSTITUTIONAL WORKAROUND. The government seeded (In-Q-Tel), enriched (contracts to
Booz Allen, SAIC, Palantir), and deputized (AT&T's FAIRVIEW "partnership") an industry that now
performs collection the state could not lawfully perform itself — culminating in the post-Carpenter
practice of simply buying the location data a warrant would otherwise be required for [70][80][137].
Seventy percent of the intelligence budget flows through this industry, and its alumni run the
agencies that fund it [79][78]. Eisenhower's warning got an upgrade: the military-industrial complex
built weapons pointed outward; this one builds sensors pointed inward.



5. TERRORISM AS THE ENTRY, EVERYTHING ELSE AS THE USE. Every authority justified by counterterrorism migrated to
ordinary enforcement: sneak-and-peek warrants (0.5% terrorism, ~75% drugs) [8], Hemisphere
(drug cases) [112], fusion centers (Occupy, BLM, a Muslim parenting lecture) [97][99], 702 queries
(January 6 defendants, George Floyd protesters, campaign donors) [129], stingrays and geofence
warrants (routine local crime) [119][126]. The pattern is old — the DEA's 1992 dragnet was the NSA
program's actual blueprint [121] — but 9/11 supplied the political permission to scale it to the whole
population.

THE SCOREBOARD, TWENTY-FIVE YEARS ON

What did the machine catch? Its own overseers' answers are on the record: the bulk metadata
program made "no concrete difference in the outcome of a counterterrorism investigation" [61];
fusion centers "could identify no reporting which uncovered a terrorist threat" [97]; the NYPD
Demographics Unit generated zero leads in six years [104]; Trailblazer produced nothing for its
billion dollars [49]. The programs that survive today — Hemisphere/DAS, 702 backdoor searches,
EO 12333 collection, data-broker purchases, Flock's 90,000 cameras — survive not because they
demonstrably stop terrorism but because the ratchet has no reverse gear: each element now has a
constituency, a budget line, a contractor, and a classification stamp.

Feingold's floor warning in October 2001 — that the war would be lost "without firing a shot if we
sacrifice the liberties of the American people" [4] — and Poindexter's DARPAtech promise that
terrorists "will leave signatures in this information space" [26] turn out to be the two poles of the
whole story. Poindexter's vision was built. Feingold's price was paid. The attacks took one morning;
the architecture they justified is now old enough to have a generation of Americans who have never
lived outside it.

LIMITATIONS & CAVEATS

* CONTESTED CLAIMS ARE FLAGGED IN PLACE. The Comverse/Amdocs espionage allegations (§4) were
never prosecuted and remain unproven; Able Danger's claimed pre-9/11 identification of
Mohamed Atta was not corroborated by the DoD IG. Neither is load-bearing for this
report's thesis.

« UOTE COUNTS for the 2011 PATRIOT extension (Senate 72-23) and the 2008 FISA Amendments

Act House vote (293-129) are single-sourced from contemporaneous reporting [MOD)].



* The oft-cited claim that the 2011 Bates FISC opinion found "79%" over-collection could
not be verified against the opinion; this report uses the opinion's actual figures (=~250M
communications/year, tens of thousands wholly domestic) [63]. Similarly, by 2013 the 215
program likely covered well under all U.S. call records due to cellphone gaps — "virtually
all" describes the program's orders, not necessarily its coverage.

« Several classified programs (PCLOB "Deep Dive I," the actual scope of RISAA's expanded
provider definition) remain unknowable from public sources; where the report describes
them, it describes only what has been declassified or credibly leaked.
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